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Dear Valued Customer,

We have recently noticed new phishing scams via email or SMS by disguising as trustworthy institutions such
as banks, airlines, government formations or courier houses that in an attempt to obtain personal
information, passwords, or credit card details.

+  To protect your privacy and wealth, here are some security tips to help you recognise phishing scams or
fake websites:
- They may come from a suspicious email address or have a misleading domain name (URL) ;
- They may have grammar or spelling errors or get facts wrong that you can spot ;
- They may offer incentives, such as prizes or rewards, vouchers for completing a survey, entering into a lucky
draw, confirmation of parcel delivery or promoting investment products in order to trick you into revealing
personal and financial information;

- They may claim there is a problem with your account and ask you to log in again to verify.

«  Please stay vigilant of any suspicious emails or SMS and visit websites:
- Do not open or download files attached in suspicious emails or SMS;
- Do not click on the links embedded in suspicious emails or SMS and do not submit your sensitive information,
passwords or credit card information;

- Do verification before providing your sensitive information into trusted websites;

We will not ask you to re-authenticate your account by clicking on any link in text messages and to input the
user ID of your account or password. Please do not input your user ID or password on any websites except
for the official website of the Bank and eBanking portal.

If you receive any suspicious communications, please do not disclose your personal or account information

and call the Bank’s Customer Service Hotline at (852) 39601108 for verification immediately.

If you have provided personal or account information, password or conducted any financial transactions as
instructed in suspicious communications, please contact the Bank’s Customer Service Hotline at (852)

39601108 and report the case to the Hong Kong Police Force for investigation immediately.

Yours faithfully,
Shanghai Commercial & Savings Bank, Ltd.
Hong Kong Branch



